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Method and apparatus foe protecting visual inJi;: 
with printed cryptographic wate marks 
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Brief Summary Text - BSTX (10} : 

The purpose of the invention is to produce a printed vi.rit.ev5i air x wh;s?i 
provides reasonable security against unauthorized access "to" *a"nd"raodiJw : 
visual information at very low costs. The cryptographic printed war*;:;: 
the invention can be produced by standard laser or ink- jet printers 
verified directly by the human visual system without using any cryptcil 
knowledge, computational devices or chemical processes- The yjatg m 
of an array of printed shapes which appears to be random, and the dev;i ; 
consists of another array of printed shapes , which also appears to bt;; 
printed on a transparent medium. Dhen the transparent developer is rj| 
the printed becomes clearly visible. 

Detailed Description Text - DETX (2) : 

With reference to the drawings which illustrate a typical w<ri,e r^a i 
developer and various pixels and subpixels, FIG. la illQstrates"an"a^, : : 
subpixels forming a typical printed waters ark and FIG. lb illustrates 
of subpixels forming a typical printed developer. The hidden i!&eig_<i m 
completely invisible in each of the two arrays. If F IG"*" lb" "i s" phot o<; a 
a transparency 2 and then placed on top of and aligned with sheet 4 1" 
w?.^M^)£ printed thereon, FIG. la, as shown in FIG. lc, a viewer Iocs: 
iSrough'FIG. lb of the transparency, illustrating the developer, ontc, 
of the wasecaarfci. sees the ,ilA'4.den...^sa^s of a circle 6, which is the <-* 
encoded in the "apparently random array "of shapes that makes up FIGS 
The subpixels of the arrays of FIGS, la and lb are rectangles each p: 
of two black subpixels and two white subpixels. 

Detailed Description Text - DETX (8} : 

Another embodiment of the invention allows images to be concealed, 
example, a first sheet of material may be printed with an image of, J " 
example, a house. A second transparent sheet of material may be priiis 
an image of, for example, a dog. The developer (transparency) images: 
may be superimposed on the wrster.-niar/r /i^'iws o.i vhe house a h 3.ddr;-i: 
then be seen with no trace "oT'eTtner 't"^ 

construct such a scheme, a more complex collection of 2. times. 2 subai*:| 
subpixels is used, as shown in FIGS. 4a to 41. In the individual imt 
subarrays having two black subpixels are considered to be white and s 
having three black subpixels are considered to be black. In the sup<; 
image, subar^^ are considered to be wl- 
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tract Text - ABTX (1) : 
\ physical medium is encoded with machine readable information that pj| 
aman interface to a computer system. The information encoded into th<| 
ium indicates a computer implemented process, and is encoded according 
ctral encoding scheme, such as encoding by modifying color values of t| 
Dhic or other image printed on the medium. For example, a digits;, waip 
listegar^-vrvtjphic dfttti bidder: j.r, the iisago indicates a web page". 



Printable interfaces and digital linking with erab(I 
codes 



Donse to the user selecting the encoded information area, the machine;;!: 
iable information is decoded, and used to invoke a computer imp 1 erne ntt£ 
:ess . # 



ailed Description Text - DETX (271) : 

A major improvement to the nominal knot pattern system previously dest; 
sctly addresses practical difficulties <1) , the inefficient covering, : ; 

unwanted visibility of the rings, and (6) the need for higher levels! 
urity. This improvement also indirectly address item (4) the overlap]^! 
le, which has been discussed in the last paragraph. This major impro^is 
the following: just prior to the step where the mosaic of the encoded m 
teens is added to an original image to produce a distributable image, m 
aic of encoded knot patterns, 866, is spatially filtered (using commom;: 

techniques) by a standardized and (generally smoothly) random phase- es^ 
tial filter, it is very important to note that this phase- only filter™ 
5lf fully rotational ly symmetric within the spatial frequency domain, m- 

filtering effects are fully rotations lly symmetric. The effect of tim 
se-only filter on an individual luminous ring is to transform it intoss 
3th ly varying pattern of concentric rings, not totally dissimilar to tm 
tern on water several instances after a pebble is dropped in, only the™ 
2 patterns are somewhat random in the case of this phase-only filtec m. 
i the uniform periodicity of a peddble wave pattern- FIG. 20 attempt;;:;:;:; 
s a rough (i.e. non-greyscale) depiction of these phase-only filtered::;:;:;; 
terns. The top figure of FIG. 20 is a cross section of a typical bricffS 
tour/profile 374 of one of these phase-only filtered ring patterns, 
irenced in the figure is the nominal location of the pre- filtered outers 
ter, 870. The center of an individual ring, 872, is referenced"as thm 
and which the brightness profile is rotated in order to fully describe!:;:;:; 

dimensional brightness distribution of one of these filtered pattern;!! 
ther rough attempt to communicate the characteristics of the filtered m M 
iepicted as 876, a crude greyscale image of the filtered ring. This m 
3e-only filtered ring, 876 will can be referred to as a random ripple : 
tern. 



ci2> United States Patent 

Rhoods 



Eiiiiiiiniiiiiiiiifii 

<lc) Pateal \o.: US 6,647,130 B2 
f45) Date of Patent: Nov. 11, 2003 



C'S) fcvai»;: Gotorr R Rbotdi, ^rt lira. OR 



Wftam Corpcrufca. T<il«:& OS 



{ • } N'crfw : Subject so mj dhciftrar, £» ton ojyjk 
?Uk;; a oualti x wanted uods: 35 



(ay F<j»i: i9iy,vm 

(S5) Prwr PutfinlKo Dst» 

lUkttd LIS. Ap^JcMlMt D*tt 

(41) Cuelanvin ct iprfkKfea No. E»;613^T7. Ski ca JeL 6. 
tiM vt Xv<.\l, IS». a=w Pu ><i. htfZMS, wife- it • 

to* It Ha. wfcitit b • iurLkaiie.-a-piiri of 

C*3n«9 J *iicfl« Oct JI, IW4, ?d, !5. 



(Sfi) FWd «f S«Kh ill 

Mfc3i3, 3«d J5M,a, +1S, 450^ 3StW^ 
231-33*, 2f?; 25*73, 7a, 53, «, 113, 

«.« t 5-a» iM t Six 35tf)n «ai. < 

?C. 754, £17, 635; W.O, :04^50U, 
313; UT-31?, 117, 230. i*3, 

253, s:a,ra,32S 

PAreNTDOCJMaSTS 

FORBON" 2AIHN7 DOCUMENTS 
E." »WC6lAl* I'ISM ........ ffiMPJBT 

(lift eostirraac or gent 

Fl'BUCAHOSS 
U^. ;ita: ia?!*i:i;;: Ssr. No. 0&T!OC<442, KhUx, filed 



ABSISACr 



(U> v^. a. . 



HiMJi LW) 
M3/U0 



i compiler isjicaccrrcpreicm, ice i> tzcoirz tccsEKzf 

seSua- For exu^e, £ cf^ilii nnimuii c: sita 
scgiipbic dat* tuns in imifi jsdkatw 1 w«b pi^«. is 



19 CLiln*. 51 DrrwUj ShMM 



1 a** 



(155) ("hiririitn ii 



| IIR R?nnn»1 | Tnfj: F! | Dm: 1 SZ/JJK | "Full" 1 /Ifi (Tuliil ii 



DEI 



DERWENT-ACC- NO : 2002-39^420 
DERWENT-BEEK: 200417 
COPYRIGHT 1999 DERWENT INFORMATION LTD 
TITLE: 



A method to embed and extract itidderi ...digital 
to protect the copyright of the " original image m 
embedding the watermarked image to the original 
through clockwise and counterclockwise DCT 
transformations 



INVENTOR: SHIU, C; WLT, J ; HSU, C 
PATENT-ASSIGNEE: CYBERLINK CORP[CYBEN] 
PRIORITY- DATA: 19 99TB-Q11207 6 (July 16, 1999} 



PATENT- FAMILY : 
PUB-NO 

US 67D0991 El 
TW 451171 A 

A P E L I CAT I ON- DATA : 
PUB- NO 

US 6700991B1 
TO 451171A 



PUB -DATE 
March 2, 2004 
August 21, 2001 



APPL- DESCRIPTOR 

N/A 

N/A 



LANGUAGE 

N/A 

N/A 



APPL-NO 

2000US-05200S8 
1 99 9TB- 0112076 



0t=\ 



INT-CL (IPC) : GO6K0O9/QQ, G06K009/46 



GQ9C0OS/Q0 



ABSTRACTED- PUB-NO: TW 451171A 
BASIC-ABSTRACT: 

NOVELTY - This invention discloses a method to embed Mdrfsn dig-ittii m 
The method includes the following: an original image and a waterraarke-*: 
are provided. A scattered watermarked image is produced by randomly 
the watermarked image. Then, the original image and the scattered vm 
image are sorted on the base of section to generate multiple original-.; 
sections and the watermarked sections corresponding to the original : 
sections through a determined sorting approach. The original image m 
are DCT transformed clockwise to convert the sections to DCT coeffic: ; 
sections corresponding to different frequency ranges. The watermarks 
are embedded to the DCT coefficient sections of the original image scaj 
within the determined frequency cange to generate multiple combined I;.: 
coefficient sections. Then, the combined DCT coefficient sections si ; 
transformed counterclockwise to produce an image with embedded wat.e:r;:S 
protect the copyright of the original image. : 

CHOSEN- DRAWING : Dwg.1/1 
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Abstract Text - ABTX (1) : 

A visible seal or label containing a aerial number is placed in pJs 
on the product packaging. The visible label contains the serial numlfj 
as a first public key encrypted version of the serial number. A seces 
hidden label inside of the package has thereon a second a second enci; : ; 
version of the serial number made using a second public key. The hio;; : 
nay be secured inside of the package out of sight or may be placed or| 
of the visible label and therefore viewable through a transparent cat;:;: 
opened or visible when peeled off. The private keys are known only lis 
manufacturer. Using a corresponding public key provided by the nanuj;:; 
the consumer, law enforcement agent, or customs inspector can verify | 
encrypted version matches the serial number. An advantage to this aies 
that only the raanuf acturer can produce matching pairs. Moreover, us:;;? 
of sale machine equipped with the public key the sales clerk can autl# 
the product in front of the consumer at point of purchase. Additional 
the case of a CD or other digital mediuia , t he h id rje; ■ label &sy coup r 
digital wrstenr-irrk of the encrypted serial number such that a consumer;^ 
enforcement agency, or customs inspector can readily detect a counter! 
product . 
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